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DETAILED ACTION 

1 . This action is in response to the amendment filed on 2/17/2009. Claims 1-2, 4, 7- 
20, 23 are pending in the application. 

Response to Arguments 

2. Applicant's arguments filed 2/1 7/2009 have been fully considered but they are 
not persuasive. 

3. Applicant argues that the rolling keys of Krishnaswamy are generated period for 
protecting a private key and not for determining expiration of content license and thus 
fails to disclose "receiving a first time out message operable for use with said rule." 
However the Examiner respectfully disagrees, the Examiner never stated that 
Krishnaswamy discloses "receiving a first time out message operable for use with said 
rule" only that it is inherent in the system of Krishnaswamy that that the current licensor 
certificate has an associated "time out limit" after which an updated licensor certificate 
must be received for playback of the content. It was relied upon that Krishnaswamy 
discloses a "time out limit" associated with a licensor certificate in combination with 
Doyle where by there is an explicit "time out message" included in the certificate being 
the interval of which is used to enforce playback of the content based on an enforcing of 
said "time out message" ([01 13], [01 18] stop time of the interval) operable with a given 
rule when an updated certificate is not received before the "time out message" (end of 
the interval). Therefore, Krishnaswamy and Doyle disclose the giving claim limitation of 
"receiving a first time out message operable for use with said rule". 
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4. Applicant argues that Doyle discloses the use of transient key pairs where an 
interval length is the amount of time within which a particular key-pair can be used, 
where before an interval expires a next interval is created with a new key-pair and thus 
no where discloses that the interval length is the time within which an update message 
having a timeout limit for playing a program content must be received. However the 
Examiner respectfully disagrees, Doyle discloses where by there is an explicit "time out 
message"" ([01 1 3], [01 1 8] stop time of the interval) included in the certificate being the 
interval of which is used to enforce playback of the content based on an enforcing of 
said "time out message" (stop time of the interval) operable with a given rule when an 
updated certificate is not received before the "time out message" (stop time of the 
interval). Therefore, Doyle discloses a interval length as a time by which an update 
message must be received prior to enforced of a given rule. 

5. Applicant argues that Dietrich at most discloses a local system estimating its own 
clock error using an external time and nowhere discloses that a calculated current time 
is used for determining expiration of program content license. However the Examiner 
respectfully disagrees, nowhere in the claim limitation is there reference to how the 
calculating a current time of day based on the system time of day value and a local 
clock of a client device is being done only that the calculating is based of the system 
time of day value and a local clock. Dietrich discloses calculating an appropriate time of 
day via using a received system time of day value (UTC time stamp) a local clock client 
device. Therefore, Dietrich does disclose the given claim limitation pertaining to 
calculating a current time of day. 
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Further the teachings of Dietrich for ensuring an accurate current of time day 
base for a client device via synchronization with a UTC is combined with the teachings 
of Krishnaswamy and Doyle for enforcing of playback of content during set time 
intervals via use of certificates whereby playback is prevented if updated certificates are 
not received in an appropriate time interval. Therefore, the teachings of Dietrich, 
Krishnaswamy and Doyle disclose using a current time of day calculated according to 
the claim limitation for enforcing playback based on associated time out intervals. 

Claim Rejections - 35 USC § 103 

6. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

7. Claim 1-2, 4, 7-20, 22-23 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Krishnawamy et al. (US 7,171 ,021 hereinafter Krishnaswamy) and in 
view of Doyle et al. (US 2002/0129241 hereinafter Doyle) and in further view of Dietrich 
(US 6,199,170 hereinafter Dietrich) 

Regarding claim 1, Krishnaswamy discloses "a method of controlling use of 
program content, said method comprising:" 
"receiving program content; 

storing said program content in memory;" (col. 9 line 59 - col. 10 line 29, Fig. 2) 
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"storing a rule for determining whether said program content in memory may be 
played;" (col. 13 lines 37-39, col. 14 lines 18-22, License) 

Krishnaswamy teaches periodically receiving a licensor certificate, where a 
licensor certificate is used with the license for playback of the content (col. 27 lines 25- 
40) and without periodically obtaining an updated licensor certificate playback will be 
disabled as an appropriate certificate for use with the license is not available, where it is 
inherent that the current licensor certificate has an associated "time out limit" after which 
an updated licensor certificate must be received for playback of the content. But, 
Krishnaswamy does not explicitly state the licensor certificate containing a "system time 
of day value" such that the "system time of day value" is used with "a local clock of a 
client device" to determine "a current time of day". 

However, Doyle teaches periodically receiving certificates, whereby an interval is 
associated with a certificate by which a following certificate must be received prior to the 
end of the interval, and further teaches the certificates containing a 'timestamp' 
corresponding to the "system time of day", the 'timestamp' and interval times is based 
on data from a Trust Time Source' ([0109], [0113]-[0126], [0132], [0149]-[0153], Figs. 8- 
10). 

Further Dietrich teaches calculating a current time based on a "system time of 
day" (external time reference) and local clock via synchronization of the local clock with 
the received "system time of day", whereby synchronizing a local clock to the "system 
time of day value" such that the local clock may compute the actual current time of day 
according to the "system time of day value", (col. 1 lines 11-19, col. 2 lines 30-46). 
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Therefore, it would have been obvious to a person of ordinary skill in the art the 
time the invention was made to combine the teachings of Krishnaswamy for periodically 
receiving an updated 'Licensor Certificate' for use with a 'License' for enforcing of a rule 
corresponding to content playback with the teachings of Doyle for periodically receiving 
certificates within an assigned interval each certificate containing a "system time of day" 
value with the teachings of Dietrich for calculating a current time based on a "system 
time of day" and local clock via synchronization. One would have been motivated to 
include a system time of day in the certificates and use the system time of day with local 
clock to determine the current time such that the client may be operating on the same 
time frame as that of the server for ensuring proper time enforcement of agreements 
client side that would be used in a DRM License associated with program content to 
avoid local clock tampering via continuous synchronization. 

Regarding claim 2, Krishnaswamy, Doyle, Dietrich disclose "the method as 
described in claim 1 wherein said disabling 

playback of said program content comprises reducing the quality of the playback 
of the program content" (see Krishnswamy col. 12 lines 53-67, col. 27 lines 25-40, 
whereby disabling playback the quality must be reduced). 

Regarding claim 4, Krishnaswamy, Doyle, Dietrich disclose "the method as 
described in claim 1 and further comprising: 
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synchronizing the client device to said system time via said system time of day 
value in said first time out message" (see Dietrich col. 1 lines 11-19, col. 2 lines 30-46). 

Regarding claim 7 Krishnaswamy, Doyle, Dietrich disclose "the method as 
described in claim 1 wherein said enforcing said rule comprises: 

comparing said current time of day to said time out limit;" (col. 1 lines 11-19, col. 
2 lines 30-46, obtaining current time client side via synchronizing local clock to 'system 
time of day value', see Krishnaswamy col. 27 lines 25-40 where a new updated 
Licensor Certificate must be obtained prior to a time out limit associated with a previous 
Licensor Certificate, see Doyle [0109], [0113]-[0126], [0132], [0149]-[0153], Figs. 8-10 
receiving a new updated Certificate with within the interval determined via previous 
certificate) 

"checking for a second time out message, said second time out message 
comprising a second system time of day value and a second time out limit;" (see 
Krishnaswamy col. 27 lines 25-40, checking for a new updated Licensor Certificate, see 
Doyle [0109], [01 13]-[0126], [0132], [0149]-[0153], Figs. 8-10 receiving a new updated 
Certificate with within the interval determined via previous certificate, where each 
Certificate contains a 'system time of day value' and 'time out limit') 

"disabling playback of said program content if said second time out message is 
not received prior to said time out limit" (see Krishnaswamy col. 12 lines 53-67, col. 27, 
Certificate used with License where if a valid Certificate is not available, playback is 
disabled). 
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Regarding claim 8, Krishnaswamy, Doyle, Dietrich disclose "the method as 
described in claim 1 and further comprising: 

receiving a second time message;" (see Krishnaswamy col. 27 lines 25-40, 
checking for a new updated Licensor Certificate, see Doyle [01 1 3]-[01 26], [0132] Figs. 
8-10, receiving a new updated Certificate with within the interval determined via 
previous certificate, where each Certificate contains a 'system time of day value' and 
'time out limit') 

re-enabling playback of said program content after receipt of said second time 
out message" (see Krishnaswamy col. 27 lines 25-40, Certificate used with License 
where if a valid Certificate is available, once a new updated valid Certificate is received 
playback is enabled according to DRM License). 

Regarding claim 9, Krishnaswamy, Doyle, Dietrich disclose "the method as 
described in claim 1 and further comprising: 

entering into a digital rights rental agreement to allow receipt of said program 
content" (see Krishnaswamy col. 3 lines 23-26, col. 14 lines 18-22, Fig. 13, License 
corresponding to a DRM agreement corresponding to program content). 

Regarding claim 10, Krishnaswamy, Doyle, Dietrich disclose "the method as 
described in claim 1 wherein said disabling playback comprises: 
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disabling playback of some program content while not disabling playback of other 
program content" (see Krishnaswamy col. 1 lines 63-67, col. 2 lines 23-28, col. 18 lines 
23-38, License containing DRM agreement corresponding to program content, where 
different types of licenses and a plurality of keys are available to the same content or 
portions of the content, each license and key effecting playback differently upon lack of 
valid certificate). 

Regarding claim 11, Krishnaswamy, Doyle, Dietrich disclose "the method as 
described in claim 1 and further comprising: 

synchronizing a local clock to a system clock by utilizing said time of day value" 
(see Dietrich col. 1 lines 11-19, col. 2 lines 30-46). 

Regarding claim 12, Krishnaswamy, Doyle, Dietrich disclose "the method as 
described in claim 1 and further comprising: 

utilizing a local clock and said system time of day value to compute a current 
time of day" (see Dietrich col. 1 lines 11-19, col. 2 lines 30-46, synchronizing a local 
clock to the "system time of day value" such that the local clock may compute the actual 
current time of day according to the "system time of day value"). 

Regarding claim 13, Krishnaswamy, Doyle, Dietrich disclose "the method as 
described in claim 1 and further comprising: 
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receiving a second time out message comprising a second system time of day 
value;" (see Krishnaswamy col. 27 lines 25-40, checking for a new updated Licensor 
Certificate, see Doyle [011 3]-[01 26], [0132] Figs. 8-10, receiving a new updated 
Certificate with within the interval determined via previous certificate, where each 
Certificate contains a 'system time of day value' and 'time out limit') 

"disabling playback if the current time of day is later than the second system time 
of day value in the second time out message" (see Krishnaswamy col. 27 lines 25-40, 
Certificate used with License where if a valid Certificate is not available after a previous 
Certificate is expired, playback would be disabled). 

Regarding claim 14, the claim has been analyzed and rejected for the same 
reasoning as claim 1 above, where the apparatus for performing the method is 
disclosed (see Krishnaswamy col. 4 line 60 - col. 8 line 18, Figs. 1-2). 

Regarding claim 15, Krishnaswamy discloses receiving and storing program 
content (col. 9 line 59 - col. 10 line 29, Fig. 2) with storing aa rule for determining 
whether said program content in memory may be played (col. 13 lines 37-39, col. 14 
lines 18-22, License). Krishnaswamy further teaches periodically receiving a licensor 
certificate, where a licensor certificate is used with the license for playback of the 
content (col. 27 lines 25-40) and without periodically obtaining an updated licensor 
certificate playback will be disabled as an appropriate certificate for use with the license 
is not available, where it is inherent that the current licensor certificate has a 
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corresponding "time out limit" after which an updated licensor certificate must be 
received for playback of the content. But, Krishnaswamy does not explicitly state the 
licensor certificate containing a "system time of day value" such that the "system time of 
day value" is used with "a local clock of a client device" to determine "a current time of 
day". 

However, Doyle teaches periodically receiving certificates, whereby an interval is 
associated with a certificate by which a following certificate must be received prior to the 
end of the interval, and further teaches the certificates containing a 'timestamp' 
corresponding to the "system time of day", the 'timestamp' and interval times is based 
on data from a Trust Time Source' ([01 09], [01 1 3]-[01 26], [01 32], [01 49]-[01 53], Figs. 8- 
10). 

Further Dietrich teaches calculating a current time based on a "system time of 
day" (external time reference) and local clock via synchronization of the local clock with 
the received "system time of day", whereby synchronizing a local clock to the "system 
time of day value" such that the local clock may compute the actual current time of day 
according to the "system time of day value" (col. 1 lines 11-19, col. 2 lines 30-46). 

Therefore, it would have been obvious to a person of ordinary skill in the art the 
time the invention was made to combine the teachings of Krishnaswamy for periodically 
receiving an updated 'Licensor Certificate' for use with a 'License' for enforcing of a rule 
corresponding to content playback with the teachings of Doyle for periodically receiving 
certificates within an assigned interval each certificate containing a "system time of day" 
value with the teachings of Dietrich for calculating a current time based on a "system 
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time of day" and local clock via synchronization. One would have been motivated to 
include a system time of day in the certificates and use the system time of day with local 
clock to determine the current time such that the client may be operating on the same 
time frame as that of the server for ensuring proper time enforcement of agreements 
client side that would be used in a DRM License associated with program content to 
avoid local clock tampering via continuous synchronization. 

Regarding claim 16, Krishnaswamy, Doyle, Dietrich disclose "the method as 
described in claim 15 wherein said disabling playback comprises reducing the quality of 
the playback of said program content" (see Krishnswamy col. 12 lines 53-67, col. 27, 
whereby disabling playback the quality must be reduced). 

Regarding claim 17, Krishnaswamy, Doyle, Dietrich disclose "the method as 
described in claim 15 and further comprising: 

receiving said second time message;" (see Krishnaswamy col. 27 lines 25-40, 
checking for a new updated Licensor Certificate, see Doyle [01 13]-[0126], [0132] Figs. 
8-10, receiving a new updated Certificate with within the interval determined via 
previous certificate, where each Certificate contains a 'system time of day value' and 
'time out limit') 

re-enabling playback of said program content after receipt of said second time 
message" (see Krishnaswamy col. 27 lines 25-40, Certificate used with License where if 
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a valid Certificate is available, once a new updated valid Certificate is received playback 
is enabled according to DRM License). 

Regarding claim 18, Krishnaswamy, Doyle, Dietrich disclose "the method as 
described in claim 15 and further comprising: 

entering into a digital rights rental agreement to allow use of the program 
material" (see Krishnaswamy col. 3 lines 23-26, col. 14 lines 18-22, Fig. 13, License 
corresponding to a DRM agreement corresponding to program content). 

Regarding claim 19, Krishnaswamy, Doyle, Dietrich disclose "the method as 
described in claim 15 wherein said disabling playback comprises: 

disabling playback of some program content while not disabling playback of other 
program content" (see Krishnaswamy col. 1 lines 63-67, col. 2 lines 23-28, License 
containing DRM agreement corresponding to program content, where different types of 
licenses available to the same content, each license effecting playback different upon 
lack of certification). 

Regarding claim 20, Krishnaswamy, Doyle, Dietrich disclose "the method as 
described in claim 15 and further comprising: 

synchronizing a local clock to a system clock" (see Dietrich col. 1 lines 11-19, col. 
2 lines 30-46). 
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Regarding claim 22, Krishnaswamy, Doyle, Dietrich disclose "the method as 
described in claim 15 and further comprising: 

disabling playback if the current time of day is later than the second system time 
of day value in the second time message" (see Krishnaswamy col. 27 lines 25-40, 
Certificate used with License where if a valid Certificate is not available after a previous 
Certificate is expired, playback would be disabled). 

Regarding claim 23, the claim has been analyzed and rejected for the same 
reasoning as claim 15 above, where the apparatus for performing the method is 
disclosed (see Krishnaswamy col. 4 line 60 -col. 8 line 18, Figs. 1-2). 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to MARK P. STANLEY whose telephone number is 
(571)270-3757. The examiner can normally be reached on 8:00AM - 5:00PM Mon-Fri 
EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Scott Beliveau can be reached on (571) 272-7343. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Mark P Stanley/ 
Examiner, Art Unit 2427 

/Dominic D Saltarelli/ 

Primary Examiner, Art Unit 2421 
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